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Abstract  

One of the main features of TOR, the most known Dark Net 

from the Deep Web, is the high level of anonymity that 

provides to its users. State-of-the-art researches demonstrated 

that TOR network exhibits a wide range of legal and illegal 

services and activities like file-sharing, ransomware panels or 

the counterfeit of goods among others. In this paper, we present 

a framework to recognize some of the previously mentioned 

services on TOR through their image content. Firstly, we 

introduce and make publicly available DUSI (Darknet Usage 

Service Images), an image-based dataset containing snapshots 

from active TOR domains of six different service categories. 

Using DUSI, we have evaluated two pipelines based on 

Perceptual Hashing and Bag of Visual Words (BoVW). In the 

first one, the hash code is computed and then compared 

through the Hamming Distance with previously stored hashes 

representing each service. In the second pipeline, multiple 

SVM models are trained with BoVW feature vectors coded 

with SIFT and Edge-SIFT descriptors, standalone and 

combined. During the classification stage, each new snapshot 

is encoded by using the corresponding dictionary and classified 

by the trained models. The highest accuracy obtained, 99.38%, 

and the fact that it does not need a trained model, makes 

perceptual hashing the recommended approach to detect TOR 

services through a snapshot of their home pages. 

1 Introduction 

Usually, people plunge into the Web for targeted information 

like Facebook, sports news or blogs which are accessible 

through the traditional search engines like Google, Yahoo or 

Bing and this part of the Web is called the Surface Web1. The 

rest of the Web whose content cannot be indexed and searched 

by these search engines, such as government resources or 

academic information, is called Deep Web2. Going even more 

depth into the Deep Web is the Dark Web that comprises 

several dark nets, being one of the famous gateways “The 

Onion Router” (TOR)2. More than 500,000 people use TOR on 

daily basis due to the high level of security and anonymity 

provided [1]. Its content can be retrieved through TOR browser 

or the surface web like TOR2WEB project3. TOR browsers 

download increased, from 16.1 million to 17.5 million, during 

the first 6 months of this year compared to the equal period of 

the last year3. The services that are run over the TOR net are 

called “Hidden Services” (HS) 4. 

 The TOR dark net comprises a wide variety of content 

studied in the literature. After examining 5K onion domains, 

Moore et al. [2] presented that most of the TOR content can be 

considered illegal, like weapons counterfeit, drugs, and 

pornography. Intelliagg Group [3] have presented 12 classes of 

HS from 5,615 samples in their study and Biryukov et al. [4] 

analyzed and categorized the content of 3050 HTTP services 

into 18 different classes. Recently, Al-Nabki et al. [5] 

presented DUTA, a dataset containing 6,831 text resources 

from TOR domains categorized in 26 classes. DUTA covered 

a wide spectrum of legal and illegal activities such as violence, 

hosting and software, drugs, marketplace, pornography, social-

network, art/music, casino/gambling, library/ books, and fraud.  

 In TOR network we can find famous marketplaces like Silk 

Road, Black Market Reloaded and the Armory, which offer 

legal and illegal products and services [6], such as hacking 

services or illegal product selling among others. TOR is also 

the place where we can found the panels that we should make 

a payment to unlock our files after being infected by a 

ransomware. Recently, 200,000 computers across 150 

countries were infected by the “WannaCry Ransomware” 

which encrypted all the files on the system. Later, the cyber 

criminals behind that attack demanded to the owner of each 

system to pay around $300 (bitcoins) to decrypt and restore 

their files2. 

 Nowadays, Law Enforcement Agencies (LEA) are showing 

their interest to automatically identify the TOR service 

domains and their activities. On the one hand, Spitters et al. [7] 

have presented a web content-based mining for analyzing over 

1000 hidden services on the TOR network in order to expose 

their “thematic organization” and “linguistic diversity”. On the 

other hand, an automated crawling system is proposed, named 

“Automated Tool for Onion Labeling" (ATOL), by Ghosh et 

al. [8] for analyzing the content of public TOR HS ecosystem. 

It consists of three core components: i) a novel keyword 

discovery mechanism:“ATOL Keyword”, ii) a classification 

framework: ATOL Classify”, and iii) a clustering framework: 

“ATOL Cluster”.  
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The content of TOR domains has different types of variations. 

For example, there are TOR domains that barely contain text 

information, like some pornography pages or payment panels, 

and some of the cryptocurrency domains are presented with 

different levels of detail and bitcoin addresses. These 

modifications would present a challenging situation in a text-

based classification system that it is out of the scope of this 

paper. 

 Due to the potential illegal content present on TOR network 

and the LEA interest on monitoring TOR domain activities, in 

this paper we propose a framework to recognize the services 

that are present in TOR dark net. We first introduce and make 

publicly available image-based dataset, named Darknet Usage 

Service Images (DUSI)5, which consist of 1334 index pages of 

active TOR domains of six different service categories. In 

order to provide an effective solution, we evaluate two 

different methodologies, perceptual hashing and image 

classification. In the first approach, perceptual hashing, the 

hash code of a domain snapshot is extracted and later on 

compared through the Hamming distance with the hash codes 

previously stored that represent the TOR domain services. In 

the second approach, we have used a Bag of Visual Words 

framework (BoVW), where we have trained multiple SVM 

models with SIFT and Edge-SIFT descriptors, standalone and 

combined. Each new snapshot that the system receives is 

encoded using the corresponding dictionary and classified by 

the previously trained models. To show the robustness of the 

system, we compared both approaches based on the accuracy 

provided and the time complexity attained by the system.  

 The rest of this paper is structured as follows. In Section 2, 

we briefly present the related approaches of our work. Section 

3 describes the preparation of DUSI dataset and an outline of 

the recognition system is described in Section 4. The 

experimental validation on DUSI and performance 

comparisons by the approaches are presented in section 5. 

Finally, the conclusions and future work are mentioned in 

Section 6. 

2 Related work 

Nowadays, the research community has raised their interest in 

the recognition or classification of TOR HS. Al-Nabki et al. [5] 

presented a web-text-content-based classification pipeline 

containing TOR dark net illegal activities. They have used two 

well-known text representation techniques (Frequency Inverse 

Document Frequency and Bag-of-Words) together with three 

different supervised classifiers (Logistic Regression, SVM, 

and Naive Bayes). With the help of Uniform Resource 

Locators (URL), Kan et al. [9] classified the web pages by 

extracting features where a URL is segmented into tokens 

using information-theoretic measures. Noor et al. [10] 

proposed an automatic deep web classification technique, 

named “Query Probing”, where they extracted the content from 

deep web data sources. Besides, it is commonly used for 

supervised learning algorithms and “Visible Form Features”.  

 In the field of security of multimedia data, many 

researchers have presented similarity-based image detection or 

retrieval methods based on cryptographic hash functions, 

called perceptual hash functions or perceptual image hashing. 

It extracts certain features of an image and produces a 64 or 

128 bits hash code, i.e. binary code, based on these features. 

Perceptual hash functions have been presented to form the 

“perceptual equality” of an image content. The primary 

techniques for creating image hashes can roughly be 

categorized into methods based on image statistics [11], 

relations [12], image representation [13], and image feature 

extraction [14,15]. 

 Monga et al. [16] was the pioneer to represent an image 

through hash code by extracting the robust feature points. 

Chum et al. [17] presented a geometric image hashing 

technique, named Min-Hash, based on the spatial dependency 

among visual words. Later, Lee et al. [18] improved it for 

finding an image from a large dataset. Laradji et al. [19] 

proposed a non-overlapping block-based (8x8) perceptual 

hashing technique for color images by using Quaternion 

Fourier Transform (QFT). Then, the binary image hash code is 

generated by the vectors difference of the mean QFT energies 

of the blocks. A shape-contexts-based image hashing approach 

has been proposed by Laradji et al. [20] which is constructed 

by the SIFT-Harris detector under various content-preserving 

distortions. Finally, an efficient image hashing with a ring 

partition and Nonnegative Matrix Factorization (NMF) have 

designed by the Zhenjun Tang et al. [21].  

  Despite of deep learning is the state of the art, when the 

image set to train a model is small, BoVW is still a competitive 

framework that can achieve good results in the image 

classification task so that we have selected it together with the 

perceptual hashing algorithm, to compare and recommend a 

solution to the problem of detecting the services into the TOR 

network. In the context of image classification, Krizhevsky et 

al. [22] trained a large dataset using deep Convolutional Neural 

Network (CNN) to classify 1.2 million high-resolution images 

in the ImageNet LSVRC-2010 contest into 1000 different 

classes. In addition, the net has 60 million parameters and 

650,000 neurons with 5 convolution plus 3 fully-connected 

layers. In [23], the authors presented a BoVW pipeline for 

image classification where low level and mid-level features are 

extracted by SIFT, and Spatial Pyramids and Max-pooling 

respectively and then embedded in the SVM machine. A SIFT 

and Edge-SIFT descriptor have been used by Xie et al. [24] to 

extract the features and combine them to build a codebook. 

Afterward, they proposed geometric visual phrases upon 

traditional visual words as well as applied a novel pooling 

algorithm to them. Moreover, they used Naive Gaussian blur 

to get a weighting “heatmap” for spatial weighting on the 

image plan. An iris image classification technique, named 

“Hierarchical Visual Codebook (HVC)”, proposed by Zhenan 

et al. [25] based on texture pattern. Moreover, their proposed 

method consists of two existing Bag-of-Words models: 

Vocabulary Tree (VT) and Locality- constrained Linear 

Coding (LLC). Besides, Fidalgo et al [27] proposed an image 

classification pipeline where the multiple BoVW feature 

vectors are encoded by the dense SIFT and Edge-SIFT 

descriptors with different radii in the Compass Operator (CO) 

and then SVM with Intersection Kernel (IR) is applied to train 

the models.
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3 Darknet Usage Service Images (DUSI)  
 

DUSI dataset creation process started with the use of Al-Nabki 

et al. crawler and labeled domains of DUTA [5], to capture the 

image snapshot of all its categories, except the pornography 

ones due to the possible Child Sexual Abuse (CSA) content 

stored in some of them. We selected six classes from DUTA 

and we divided them into 16 subcategories with the aim of 

providing additional information of the service recognized. 

DUSI comprises 1334 snapshots of TOR domains where the 

samples are almost duplicate or slightly modified. To the best 

of our knowledge, it is the first image-based publicly available 

dataset based on index snapshots from TOR network. Table 1 

describes the organization and composition of DUSI dataset. 

 Table 1: The main features of DUSI dataset. 

 

 A crypto currency is a digital currency considered to act as 

a medium of exchange using cryptography to secure the trades 

among the users of an anonymous or virtual community. We 

have captured the 294 image snapshots of “Cryptocurrency” 

services or activities found during the crawling process. With 

“Cryptolocker”, we present the payment panels used to pay a 

rescue to unlock the computer files infected by a ransomware. 

The cryptolockers category in DUSI is divided into ten 

different sub-categories based on the different types of 

payment panels found through the crawling process. The 

category “Locked” contains snapshots from HS that require 

some credentials or CAPTCHA resolution to access the 

content, like BlackMarkets. “Hosting” comprises the 

anonymous services for file sharing, directory links, search-

engine, and server services while “Social-Network” includes 

anonymous chats and email services. Finally, “Not Services” 

categories are domains which are not included or related to the 

previous services like Wiki, Empty and Forum. 

 

4 Methodology 

 
We used two recognition pipelines, perceptual hashing through 

Hamming distance and BoVW algorithm through SVM, for 

classifying the TOR domain services where the performance 

relies on their recognition accuracy, and execution time of an 

image.  

4.1    Perceptual Hashing  

The perceptual hash does not reflects the processing 

alternations like format conversion or compression so that two 

images would have equal hash values even if they differ in 

scaling or have slightly different pixel values. During the 

study, we noticed that the visual content of the index page of a 

TOR domain sometimes is duplicated or reproduced with small 

modifications between them. It is the case of cryptocurrency 

domains, where only a bitcoin address or the service logo 

changes. So, the perceptual hash is a suitable solution for 

detecting two duplicated snapshots of a TOR domain. In 

Figure 1, it is presented an overview of the framework used 

based on perceptual hashing, pHash [26], employed to 

calculate an image signature that embeds the information into 

frequency coefficients of the Discrete Cosine Transform 

(DCT). The DCT signature is generated by setting 64 binary 

bits based on whether each DCT value is above or below the 

mean value. Let, 𝑑(𝑥, 𝑦) be the Hamming distance between 

two vector sets where 𝑥, 𝑦 ∈ 𝔽(𝑛) are the coefficients in which 

they vary7, e.g.    𝑖𝑛       𝔽(5)        𝑑(011011,101101) = 4 or 

in      𝔽(8)   𝑑(01101101,11101101) = 1.  

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

Figure 1: Overview of perceptual hashing process applied to the 

detection of Services in TOR network 

 

 In order to prepare a system to recognize different TOR 

services, we stored the perceptual hash code of 47 snapshots 

representing all the categories and subcategories from DUSI

 

  
Main Class 

Sub-

classes 

Test 

Samples 
Templates 

 

Services 

Cryptocurrency  294 15 

Cryptolockers 

Type-01 2 1 

Type-02 1 1 

Type-03 31 1 

Type-04 154 1 

Type-05 38 1 

Type-06 10 1 

Type-07 2 1 

Type-08 1 1 

Type-09 3 1 

Type-10 1 1 

Hosting 

Directory 18 2 

File-

Sharing 
23 1 

Search-

Engine 
3 1 

Server 2 2 

Locked  79 14 

Social-Network 
Chat 5 1 

Email 23 1 

Not Services  644 0 

Total: 1334 47 

Yes No 

Snapshot Fetch 

Crawler Onion 

Domain 

 

pHash 

Hash Code:1101... 
pHaah 

code 

storage 

New Image 

 

pHash 

Hash Code:1101... 

Hamming Distance 

If 

Distance 

<=10 

Not 

Service 

Image 

Service 

Image  
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dataset. Then, when a new image entries in the system, the hash 

code is computed and the Hamming distance (ratio of the 

number of bit differences) is measured against all the stored 

codes. If the distance is less than or equal to a threshold (T) 

then the domain represented by the introduced snapshot is 

considered as a service, otherwise is not. 

 

4.2    Image Classification Approach 

 

Taking into account the time complexity and the size of the 

dataset, we have selected BoVW algorithm for extracting the 

multiple features vectors and to create a model using SVM. 

Figure 2 represents an overview of the experimentation carried 

out with the DUSI snapshots using image classification. In our 

approach, the encoding of   multiple BoVW feature vectors 

with (i) dense SIFT descriptors, (ii) Edge-SIFT were computed 

with nine different radii  values  for  the  compass  operator,  

i.e.  nine different feature vector matrix, and also (iii) SIFT 

concatenated with Edge-SIFT descriptors having the same nine 

radii values, as presented by Fidalgo et al. [28,29,30]. Once the 

models were trained, each image from the test set was coded 

using the corresponding dictionary, and by using an SVM 

classifier, it was assigned to one of the DUSI categories. 

 

 
Figure 2: Overview of image classification process applied to the 

detection of services in TOR network. 

5 Experimentation  

5.1 Experimental Setup 

 

To analyze the performance of the proposed system based on 

perceptual hashing, an Intel Core (TM) i5-7200U processor 

with 4GB RAM have been used, together with Python3 and the 

imagehash8 library.   

 For the image classification pipeline, we have used the 

same settings as mentioned in Fidalgo et al. [27,28,29] with the 

combination of dense SIFT and Edge-SIFT descriptors with the 

Compass Operator (CO) [30].  In this case, we have used 

MATLAB with a  BoVW model [31], dense SIFT descriptors 

[32], Edge-SIFT and their combination with different radii 

parameter of the CO, all of them extracted from the entire 

image. Support Vector Machine(SVM) classifier [33] with 

Intersection Kernel [34] has been used to train 19 models with 

the feature vectors hard-coded from the extracted descriptors 

sets. Finally, we generated one model with dense SIFT 

descriptors and 9 + 9 with the Edge-SIFT and dense 

SIFT+Edge-SIFT descriptors respectively, each one computed 

with nine different radii. The accuracies presented in Figure 3 

are the average of five different experiments, with 

complementary and random training (75%) and test (25%) sets, 

extracted from DUSI dataset, for each of the 19 models. 

 

5.2 Recognition of service domains on TOR based on 

perceptual hashing 

 

We first took 47 samples from DUSI as templates, i.e. 

representing all the categories and subcategories, and we tested 

the 1287 remaining ones. In the recognition step, pHash 

algorithm is applied to compute a perceptual hash code of a test 

image and then compared through the Hamming distance 

against the 47 stored codes. When the distance was equal to or 

less than the threshold value, in our case T=10, then the new 

snapshot was considered as a service image and it was assigned 

to the mentioned category or   sub-category, otherwise it was 

considered as a not-service image. During our 

experimentation, we tested several threshold values (T=0, 2, 4, 

6, 8, 10 and 15) but we finally selected as optimal the value 

T=10 because it provided the maximum recognition accuracy.  

  In summary, the experimental results obtained using the 

perceptual hashing approach provided a correct recognition hit 

rate of 99.38%. The proposed system obtains 100% recognition 

accuracy for cryptolockers, social-network, and search-engine, 

but inferior for cryptocurrency (98.57%), locked (96.92%), 

file-sharing (93.75%), and directory (90.90%) because most of 

the snapshots are highly modified. Table 2 depicts the detailed 

results on hidden services. 

 

Activities Category 
Sub-

category 

Total 

Test 

images 

 

Classified 

 

Accuracy 

% 

Services 

Crypto- 

Currency 
 279 276 98.57 

Crytolocke

rs 

Type-1 1 1 

100 

Type-2 0 0 

Type-3 30 30 

Type-4 153 153 

Type-5 37 37 

Type-6 9 9 

Type-7 0 0 

Type-8 0 0 

Type-9 2 2 

Type-10 0 0 

Social 

Network 

Chat 4 4 100 

Email 22 22 100 

Locked  65 63 96.92 

Hosting 

Director

y 
16 15 93.75 

File-

Sharing 
22 20 90.90 

Search-

Engine 
2 2 100 

Server 0 0 0 

Not-services 644 644 100 

Average: 1287 1279 99.38 

 

Table 2: Recognized hidden services on TOR dark net.
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5.3 Recognition of service domains on TOR based on Image 

Classification  

 

In Figure 3 it can be observed how both Edge-SIFT and their 

combination with SIFT improves the results obtained when 

SIFT descriptors are used standalone. It can be noticed that the 

best average accuracy, 98.91  0.46%, has been obtained for 

Edge-SIFT descriptors with a radius of   = 1.50. The accuracy 

with the radius recommended in the literature [35] i.e.  = 4.00, 

is 98.551.24%, demonstrating that, also in DUSI dataset, the 

optimal radius for the compass operator is not recommended 

by the literature, as Fidalgo et al. stated in [27]. For this dataset, 

the combination of dense SIFT and Edge-SIFT descriptors got 

an accuracy of 98.611.11% for  = 4.50, but it is still higher 

than  = 4.00, with 98.361.46%. 

 

 
Figure 3: Average accuracy for dense SIFT,Edge-SIFT and their 

combination for different radii in the compass operator. 

 

5.4 Comparison between the two approaches 

 

In this section, we compared our both approaches according to 

the execution time and recognition accuracy. On the one hand, 

the average execution time is 0.03 seconds for classifying an 

image by the perceptual hashing approach through Hamming 

distance. On the other hand, the execution     time of the best 

approach with the BoVW framework, Edge- SIFT with  = 

4.50 requires an average of 0.05 seconds to classify an image, 

including the time invested in the intersection kernel and cost 

parameter computation. However, that time does not include 

the feature extraction and encoding process, which depends on 

the radius used in the Edge-SIFT, i.e. it increases when the 

radius value does. According to the recognition accuracy, 

perceptual hashing approach attained higher accuracy 

(99.38%) compared to BoVW approach i.e. 98.91%. Despite 

the high accuracy obtained, the time invested per image makes 

BoVW approach less suitable to detect the snapshots contained 

by DUSI. 

 

6 Conclusion and Future work  

 
In this paper, we have recognized the service domains on TOR 

dark net by using two image recognition pipelines i.e. 

perceptual hashing (pHash) and Bag of Visual Words. To 

evaluate our proposals, we have created a new image-based 

dataset, named DUSI, which comprises 1334 snapshots from 

six different categories of TOR dark net domains. To use 

perceptual hashing, we have selected 47 templates to represent 

six different categories and 16 subcategories of TOR dark net 

domains and computed their hash codes before storing them. 

When a new snapshot from a domain is introduced to the 

system, the perceptual hash code is computed as well as the 

distance among all the stored ones. Later, based on a threshold, 

we decide if the new snapshot is a service or not-service 

domain. In order to use the BoVW pipeline, we have encoded 

the multiple feature vectors obtained from SIFT and Edge-

SIFT descriptors and then we classified them using a SVM. 

Each new snapshot from a domain is coded using the 

corresponding dictionary, and through SVM classifier, we 

decided if it is or not a TOR service domain. We have obtained 

high accuracy for both approaches, i.e. 99.38% for pHash and 

98.91% for BoVW, but our recommendation is to use 

perceptual hashing based on pHash instead of BoVW to detect 

the services on TOR network due to the smaller computing 

time per image and complexity, since it does not require to train 

a model in advance, but only to compute a hash code that 

represents the service to be identified. Finally, we consider that 

DUSI dataset might support both the scientific community and 

LEA in their research of the dark net content. In the future, we 

will try to automate the creation of a new version of DUSI 

dataset, and we will evaluate it by using different thresholding 

approaches like threshold-based fuzzy, whose results will be 

compred with the current ones.  
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