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Abstract. The TOR Project allows the publication of content anony-
mously, which cause the proliferation of illegal material whose authorship
is almost impossible to identify. In this paper, we present and make pub-
licly available TOIC (TOr Image Categories), an image dataset which
comprises five different illegal classes based on crawled TOR addresses.
To classify those images we used Edge-SIFT features jointly with dense
SIFT descriptors obtained from an ”edge image” calculated with the
Compass Operator. We demonstrate how a Bag of Visual Words model
trained with the early fusion of dense SIFT and Edge-SIFT features can
create an efficient model to detect and categorise illegal content in TOR
network. Then, we estimated the radius for a complete dataset before the
Edge-SIFT calculation, and we demonstrate that the classification per-
formance is higher when the most salient edge information is extracted
from the edges. We tested our proposal in both TOIC and in the public
dataset Butterflies to prove the consistency of the method, obtaining an
accuracy increase of 2.32 and 7.00 points respectively. We obtained with
the Ideal Radius Selection an accuracy of 92.49% on TOIC dataset which
makes this approach an attractive tool to detect and categorise illegal
content in TOR network.

Keywords: Tor, Image Classification, Bag of Visual Words, Edge-SIFT
descriptors, Support Vector Machine

1 Introduction

In 2016, an average of 1.68 million images were uploaded per day to Flickr
4, a massive amount of information whose content cannot be manually checked.
However, Flickr, Facebook and Instagram belong to the Surface Web, the part of
the Web accessible through the standard search engines, such as Google, Yahoo
or Bing. The rest of the Web whose content cannot be indexed by these search

4 Script by Franck Michel - https://www.flickr.com/photos/franckmichel/6855169886



engines is called the Deep Web [1], and the Dark Web represents the part of the
Deep Web that until the last few years it can only be accessed using a special
browser. One of the famous networks into the Dark Web is The Onion Router
(TOR), and its content can be consulted through the TOR Browser 5 or through
the Surface Web thanks to projects like TOR2WEB.

The anonymity provided by TOR makes almost impossible to physically
determine the identity of the author of the pages (it might be possible if the
TOR browser is not configured properly). Aiming at identifying the nature of
the content of the network, several studies have been published in the last few
years [1][2][3]. Apart from mentioning legal activities, they have discovered that
a significant part of TOR network is focused on several illegal activities, e.g.
document falsification, the counterfeit of money or personal ID or, even child
pornography.

Due to the nature and size of the material uploaded to TOR, it is important
to generate tools that can help law enforcement agencies to automatically select
the most relevant parts of the information, identify and categorise illegal content.

Abundant studies related to the performance of different types of descrip-
tors can be found in the literature. Scale Invariant Feature Transform (SIFT)
descriptors [4] is one of the most attractive choices to obtain information re-
lated to the appearance of objects. From another perspective, a different type of
features based on histograms [5], colour descriptors [6] or even combining SIFT
with colour and histogram features [7] can be used.

If the information is extracted from the region of interest, i.e. foreground,
it can be considered as relevant, and it will lead to optimal classifications [8].
These regions can be extracted

By identifying relevant features on an edge image, Fidalgo et al. [10] proposed
a method, Compass Radius Estimation for Image Classification (CREIC), which
is based on the construction of a richer dictionary created with a subset of images
selected upon a minimum dispersion criterion. CREIC estimates the optimum
radius value of the Compass Operator for a given dataset to extract the most
relevant descriptors from the edge images. Using an early fusion of these features
and SIFT descriptors, Fidalgo et al. obtained higher accuracy rates than using
Edge-SIFT descriptors.

In this paper, first we test CREIC method on a well-known dataset for general
purpose image classification, Butterflies [13]. Then, we focus on the assessment
of the performance of CREIC for the classification of images related with illegal
activity in the Dark Net. For this purpose, we present and make publicly available
6 a new dataset that we named TOIC (TOr Image Categories).

The rest of the paper is organised as follows. In Section 2 the image classifica-
tion pipeline is explained. Then, Section 3 describes the experimental setup and
the results obtained on Butterflies and TOIC dataset. Finally the subsequent
conclusions are discussed in Section 4.

5 www.torproject.org
6 http://pitia.unileon.es/varp/galleries



Fig. 1. An overview of the proposed pipeline with TOR image content.

2 Methodology

2.1 Image Classification and descriptors used

In this paper we use the traditional Bag of Visual Words (BoVW) model [12]
and we extract dense SIFT [4] and the Edge-SIFT descriptors proposed by Xie
et al. [9]. The latter ones are the dense SIFT descriptors extracted from an edge
image calculated with the Compass Operator proposed by Ruzon et al. [11] and
a certain radius. The dataset C is divided into training CT and test Ct sets, and
we use a Support Vector Machine (SVM) classifier [14][15] to generate a model
with CT and to test it on Ct.

2.2 Ideal Radius Selection

During the experiments carried out by Xie et al. [9], the value of the compass
operator radius was fixed for all images to the one recommended in the literature,
i.e., r = 4.00. Apart from demonstrating that the compass operator radius has
influence in the classification performance, Fidalgo et al. [10] introduced the
concept of Ideal Radius Selection. In [10] it was empirically demonstrated that if
for each image it was possible to detect the radius that makes possible to retain
the most relevant information based on its edges, the obtained accuracy would
be superior to the one obtained when applying the same radius to all the images
on a dataset.

2.3 Radius estimation

Together with the Ideal Radius Selection, in [10] CREIC method was proposed,
which can estimate, for a given dataset, a value of the compass operator radius



Fig. 2. Bag of Visual Words applied with SIFT and Edge-SIFT, with different and
ideal radius selection.

that can improve the accuracy obtained by the radius suggested in the literature,
i.e. r = 4.

CREIC selects, from the training set CT , a small subset of images Cp using
a minimum dispersion criteria on the peaks extracted from the edge images
obtained with a radius of r = 0.75. Then, the BoVW pipeline is applied to Cp

with Edge-SIFT descriptors extracted for all the radii analysed, resulting in an
accuracy value for each one of them. The work presented two strategies: on the
one hand, one-random sub-sampling validation, which estimates the radius value
by selecting the one that achieved the highest accuracy into the Cp subset. On
the other hand, the 3-random sub-sampling validation, where the selected radius
is the result of a voting system among the highest accuracies on three different
configurations of training and test sets applied to Cp.

3 Experimentation and Results

3.1 Datasets

Butterflies Dataset The Figure 3 shows one sample per category of the 7
different classes in the Butterflies dataset [13], which comprises 619 images.

Fig. 3. Butterflies dataset: one sample per category contained.

TOIC (TOr Image Categories) We created TOIC dataset using a two-stages
image processing:first, a TOR image crawling and second, an image filtering.



Fig. 4. From left to right, samples of TOIC categories Drugs, Weapons, Money, Per-
sonal ID and Credit Cards.

Regarding the crawling stage, we use the existing crawler designed to capture
the text content of DUTA (Darknet Usage Text Addresses) dataset [3], but with
several modifications to download all the image resources contained on each
TOR domain. We took advantage of the work performed during the labelling
of the text content in DUTA, so the crawler was able to automatically assign a
label to the images downloaded by using the labelled domain.

We crawled images related to: Drugs (i.e. sites where both legal and illegal
drugs are sold), Violence-Weapons (i.e. places that sells Weapons of any kind),
Counterfeit Money (i.e. sites where fake money is sold), Counterfeit Personal
Identification (i.e. domains that explore the selling of fake Driving Licenses, IDs
and Passports) and Counterfeit Credit Cards (i.e. sites that sells stolen credit
cards). In Table 1 we describe TOIC and summarise the process for including
images in the dataset.

Table 1. From left to right columns. Main Category — Sub-Class — Total number
of domains in DUTA dataset — Active domains at the moment of the extraction —
Number of Images extracted by the crawler — Images removed due to Duplication
— Number of images after Combination of the non duplicated Sub-Classes — Final
number of images per category after category filtering

DUTA Categories Data extracted

Main Cat. Sub-Class Tot. Act. Imag. Dupl. Comb. Final

Drugs
Legal 9 6 102 5

766 369
Illegal 230 95 1030 361

Violence Weapons 47 21 420 133 287 154

C. Money - 55 31 885 437 448 74

Counterfeit D. License 4 3 6 4
49Personal ID 7 7 392 88 348

ID Passport 37 14 108 66

C. CCards - 240 58 327 110 217 52

TOTAL - 629 235 3270 1204 2066 698

The initial crawling of the DUTA dataset was performed over 629 address,
with a total of 235 live sites at the moment of the crawling, being the other
ones down or not responding. It was possible to extract 3270 image resources,
but we identified that there was useless content that we should remove for the



sake of constructing a proper model. We define as useless content the animated
gifts since not all of them were related to the category itself, and Web resources,
e.g. an email symbol that appears together with an email address. Then, we
eliminated duplicated images.

For the sake of simplicity, in the rest of the paper, we will name TOIC
categories as Drugs, Weapons, Money, Personal ID, Credit Cards.

3.2 Implementation Details

The experiments have been carried out with MATLAB on a PC with an i7 core
and 32 GB of RAM DDR4. We have used VLFeat library [16][17] to calculate
dense SIFT descriptors and later on [9] we have used both step and size equals
to 7.

Next [10], we calculated the Edge-SIFT descriptors with following radii: 0.75,
1.50, 2.25, 3.00, 4.00, 4.50, 5.25, 6.00, 6.75, 7.50, 8.25, 9.00, being r = 4.00 the
fixed radius used in the work of Xie et al. [9]. Finally, we concatenate the dense
SIFT and Edge-SIFT descriptors before the construction of the visual dictionary,
i.e. early fusion.

We perform the clustering with the traditional K-Means algorithm [18] with
2048 centroids [9] and following the ANN algorithm (Approximate Nearest Neigh-
bour) proposed by Lloyd et al. [19]. Once the dictionary is constructed, the
images were represented by the corresponding feature vectors using a hard as-
signment approach [12]. In the training phase, the BoVW vectors were used to
feed a Support Vector Machine (SVM) [14][15] using libSVM [20] with an in-
tersection kernel [21]. The mentioned process was repeated with five different
training CT and test sets Ct selected randomly to avoid the effects of random
sub-sampling. The average accuracy of this five experiments from each train-
ing/test set represents the proportion of images that are correctly assigned to a
class.

3.3 Results

Figure 5 illustrates the image classification results on Butterflies and TOIC
datasets. The experimentation stage started with the use of dense SIFT descrip-
tors, obtaining an average accuracy of 76.69% and 85.78% for Butterflies and
TOIC respectively. As it was empirically demonstrated in [10], it can be observed
(i) how the use of each different radius to calculate the Edge-SIFT descriptors af-
fects the final accuracy, since it affects the amount of foreground and background
information retained in the extracted edges; (ii) the radius r = 4 proposed by
the literature does not obtain the highest accuracy and (iii) that both facts can
also be extended to the experiment where dense SIFT and Edge-SIFT are fused.

One the one hand, in the Butterflies dataset the radius r = 8.25 achieves the
best accuracy for Edge-SIFT, with a 71.08%, outperforming r = 4 (66.37%), but
also in the fusion of dense SIFT and Edge-SIFT, with 4.66 points higher than
r = 4, i.e. 77.83%. Finally, a theoretical 86.62% was obtained with the Ideal
Radius Selection.



Fig. 5. Image classification results on Butterflies (left) and TOIC (right) using dSIFT
(dense SIFT, independent of the radius value), Edge-SIFT (Edge-SIFT with different
radii), dSIFT+EdgeSIFT (dense SIFT concatenated with Edge-SIFT with different
radius) and idealRadius (accuracy when the radius in compass operator is manually
selected for each image to get a hit.)

On the other hand, in TOIC dataset the radius, r = 6.00, obtains a 86.59%
for dense SIFT and 89.48% for the early fusion of dense SIFT and Edge-SIFT,
0.69 and 0.93 points higher than the radius of the literature. If the Ideal Radius
Selection method is used, it will be obtained an accuracy of 92.49%.

3.4 Radius estimation

The left-hand side of the Table 2, represents the results obtained in the radius
prediction stage with only the images which belong to the subset Cp and bold
values highlight the highest accuracies obtained per test. The estimated radius
in an experiment is the one that achieved the highest accuracy. For example,
in Experiment#1, the best accuracy during the radius estimation process was
68.15%, and it was achieved with a radius r = 6.00, so in Experiment#1 it is
estimated the radius r = 6.00. The right-hand side of the Table 2 presents the
results obtained when the early fusion of SIFT and Edge-SIFT descriptors is used
with the indicated radius, i.e., results presented in Figure 5. The bold value here
indicates the accuracy obtained in the test set Ct, that would be achieved if we
chose the estimated radius in Cp. In the previous example, estimated r = 6.00,
it can be observed in the right part || of the table that the accuracy obtained
with r = 6.00, i.e. 74.52%, outperforms the one obtained if the radius of the
literature r = 4.00 were used, 67.52%.



Table 2. Results for radius estimation in Cp set and in the test set Ct using an
early fusion of SIFT and Edge-SIFT descriptors on Butterflies dataset. The columns
represents the radius used.

Radius prediction dSIFT and Edge-SIFT
Experiment # 4.00 6.00 7.50 9.00 4.00 6.00 7.50 9.00

1 63.69 68.15 65.61 68.15 67.52 74.52 71.34 71.97
2 75.16 73.25 73.25 78.34 77.71 75.80 77.71 78.98
3 73.25 77.71 73.89 73.89 77.07 78.98 80.89 78.98
4 68.79 71.34 73.25 72.61 78.98 78.34 83.44 80.25
5 62.42 66.24 66.24 68.15 70.06 73.89 75.80 72.61

Both radius estimation methods, one-random and 3-random sub-sampling
validation, achieved better results than using the radius of the literature, up to
7.00 points of improvement when the radius estimated is r = 6.00 in the case
of Experiment#1. The difference between them are the time-savings, 85.6% and
56.7% respectively, defining time-saving as the amount of time (in %) that is
saved if a user applies one of the radius estimation methods proposed instead of
calculating the results for all the sampled radii.

In the Table 3 it can be observed how One-random sub-sampling validation
method not always managed to estimate a radius value that yields better re-
sults than the radius of the literature, r = 4.00. In Experiment#2 the method
estimates a radius r = 6.00 that obtains 93.06% of accuracy whereas r = 4.00
obtains 93.64%.

Table 3. Results for radius estimation in Cp set and in the test set Ct using an early
fusion of SIFT and Edge-SIFT descriptors on Butterflies dataset.

Radius prediction dSIFT and Edge-SIFT
Experiment # 3.00 4.00 5.25 6.00 9.00 3.00 4.00 5.25 6.00 9.00

1 76.30 79.77 81.50 80.35 74.57 79.77 80.34 82.66 83.24 80.92
2 88.44 87.86 89.02 90.17 87.86 91.33 93.64 91.33 93.06 93.06
3 83.24 84.39 85.55 87.28 88.44 90.75 90.17 91.91 90.75 91.33
4 87.86 86.71 85.55 86.71 85.55 89.02 89.02 89.60 89.60 90.17
5 84.39 84.97 84.97 87.28 84.97 90.75 89.59 90.75 90.75 90.17

If we combine Experiments#2 and #5 with any other, the radius estimated
will be r = 6.00, but the use of 3-random sub-sampling validation with any other
combination of these three experiments will result in a draw in the voting system.
In this situation, Fidalgo et al. [10] recommended to chose the radius closer to
r = 4.00. The best improvement obtained is when the method estimates the
radius r = 5.25 with the Experiment#1, #2 and #3, obtaining an accuracy 2.32
points higher than r = 4.00, i.e, 82.66% vs. 80.34%, and a 59.3% of time-saving
with this radius estimation.



4 Conclusions

In this paper, we presented and made publicly available TOIC (TOr Image
Categories), a dataset which comprises five categories representing part of the
illegal content found in the Darknet TOR related with Money, Weapons, Drugs,
Personal Identification and Credit Card counterfeit. The TOIC images have been
crawled and automatically labelled based on the categories set by Al Nabki et al.
in [3]. We applied the Ideal Radius Selection and Compass Radius Estimation
for Image Classification (CREIC) methods proposed by Fidalgo et al. [10] to
both TOIC and Butterflies dataset. The results obtained demonstrate how the
selection of relevant edge features can boost the performance of a basic Bag of
Visual Words (BoVW) coded with dense SIFT and Edge-SIFT features.

Using the radius estimated by CREIC method, the accuracy obtained when
dense SIFT are fused with Edge-SIFT descriptors in TOIC and Butterflies
dataset respectively, is 2.32 and 7.00 points higher than the one obtained with the
radius proposed by the literature, i.e. r = 4. We empirically demonstrated that
the Ideal Radius Selection improves the performance on both datasets yield-
ing an accuracy of 86.62% in Butterflies and 92.49% in TOIC, i.e. 9.93 and
6.20 points higher than using dense SIFT descriptors. The promising results ob-
tained on TOIC dataset make CREIC an interesting framework to be used by
law enforcement agents in their fight against criminal activity in the network by
supporting them in the categorization of the TOR content.

There are two main lines of future work, the evaluation of the use of du-
plicated content and animated gifts and the automatically selection of the best
radius per image, in order to obtain accuracy values closer to the one obtained
with the Ideal Radius Selection.
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