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Abstract. The quick development of communication through new technology media such as social networks and mobile phones has improved
our lives. However, this also produces collateral problems such as the
presence of insults and abusive comments. In this work, we address the
problem of detecting violent content on text documents using Natural
Language Processing techniques. Following an approach based on Machine Learning techniques, we have trained six models resulting from the
combinations of two text encoders, Term Frequency-Inverse Document
Frequency and Bag of Words, together with three classifiers: Logistic
Regression, Support Vector Machines and Naı̈ve Bayes. We have also assessed StarSpace, a Deep Learning approach proposed by Facebook and
configured to use a Hit@1 accuracy. We evaluated these seven alternatives
in two publicly available datasets from the Wikipedia Detox Project: Attack and Aggression. StarSpace achieved an accuracy of 0.938 and 0.937
in these datasets, respectively, being the algorithm recommended to detect violent content on text documents among the alternatives evaluated.
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Introduction

Due to the development of the Internet over the last years and the change
in habits and behaviour of people regarding technology, Social Networks have
gained more and more popularity and users, generating an impressive daily
amount of comments about any topic. Unfortunately, this also implies that a
significant amount of these comments may contain inappropriate content such
as obscene, aggressive, rude, racist, sexist or violent sentences [1].
Nowadays, more and more children have access to the Internet [2], so it is
imperative to prevent them to access inappropriate contents such as those mentioned before. When it comes to text, due to the large amount of material available, reviewing all of it is an unmanageable task to be efficiently accomplished
by human inspectors. Therefore, it is necessary to develop automated solutions
to filter inappropriate textual contents. Machine Learning methods applied to
text classification can be used to build parental filters for online content and to
detect illegal activities such as hate speeches [3].

In this work, we explored the use of some Natural Language Processing (NLP)
and Machine Learning techniques to detect violent content in text. We have compared six combinations of encoder-plus-classifier, where the former is either Term
frequency - Inverse document frequency (TF-IDF) or Bag of Words (BoW), and
the latter is either Logistic Regression (LR), Support Vector Machines (SVM)
or Naı̈ve Bayes (NB). In addition, we have also assessed an alternative based
on Deep Learning called StarSpace, an algorithm proposed by Facebook1 . We
evaluated these seven methods using two public datasets, with attacking aggressive comments respectively. Finally, we made a recommendation about the
best approach to detect and classify inappropriate content on text documents.
A scheme of this work is shown in Fig. 1

Fig. 1. Proposed pipeline to detect inappropriate content in text.

The rest of the work is presented as follows: in Section 2 we review the stateof-the-art in this field. Next, we describe the techniques used in this work in
Section 3, and in Section 4 we explain the experimental settings, describe the
datasets and discuss the achieved results. Finally, we summarize this work and
discuss future lines of work in Section 5.
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Related Work

2.1

Text Classification

According to the literature review carried out by Mironczuk and Protasiewicz in
2016 [4], the text classification process can be divided into six phases: (1) data
acquisition, (2) data analysis and labelling, (3) feature construction and weighting, (4) feature selection and projection, (5) training of a classification model
and, finally, (6) the solution evaluation. Different researches focus on different
steps. For example, Bui et al. [5] focused on the data acquisition step on PDF
documents where the relevant text was mixed with metadata or semi-structured
1
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text, while the work of Chen et al. [6] focused on the feature construction phase
by comparing different features extractors for NB.
Rogati et al. [7] assessed the feature and selection phase comparing the performance of four classifiers, namely NB, Rocchio classifier, k-Nearest Neighbors
(kNN) and SVM, using different feature selection strategies describing the samples of two well known datasets: RCV1 and Reuters-21578. The highest scores
were achieved using only 3% of the available features.
The model training and the solution evaluation phases are usually studied together. An example is the work of Diab and El Hindi [8], where they
compared different techniques for fine-tuning the NB algorithm. They used 53
text-classification datasets obtained from the UCI repository2 . Their research
concluded that a Multi Parent Differential Evolution (MPDE) allowed NB to
reach a peak performance comparing to other tuning method such as regular
Differential Evolution (DE), Genetic Algorithms (GA) and Simulated Annealing (SA).

2.2

Detection of Inappropriate Content in Text Documentation

Chavan and Shylaja [9] encoded text using the methods TF-IDF and N-grams. It
was applied on a dataset with comments from the Kaggle website3 . The dataset
contained about 4000 comments for training and 2500 comments for testing.
Next, they tested the performance of two classifiers: an SVM with a linear kernel
which obtained an accuracy of 77.65%, and LR whose accuracy was 73.76%.
Later, in 2017, Hammer [10] used a logistic LASSO regression to detect violent content in threads about minorities, immigrants and homosexuals in 24840
manually tagged sentences from YouTube comments. The classifier only showed
an approximate rate of 10% of violent texts classified as non-violent, and 5% of
non-violent text classified as violent.
Also in 2017, Eshan and Hasan [11] classified Bengali text from Facebook
comments with abusive content using TF-IDF, BoW and CountVectorizer along
with the classifiers Random Forest (RF), multinomial NB, and SVM with different kernels: Linear, Radial Basis Function (RBF), Polynomial and Sigmoid.
A TF-IDF encoder combined with a SVM with linear kernel achieved the best
performance.
Recently, Deep Learning techniques [12] have also been used for NLP. Chu
et al. [13] compared two Recurrent Neural Networks, Long-Short Term Memory
(LSTM) and Convolutional Neural Networks (CNN), against two datasets of
150,000 Wikipedia comments where the highest accuracy (94%) was achieved
by CNN with character embedding. Moreover, Badjatiya et al. [14] achieved a
F1 score of 93% detecting sexist and racist tweets over a dataset with 16,000
samples using a CNN with a random embedding.
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3

Methodology

In this work, we compared two different schemes for text classification: one based
on different Machine Learning methods, and the other one based on a Deep
Learning technique. On the one hand, we combined two text encoders (see Subsection 3.1) and three different classifiers (see Subsection 3.2) representing the
Machine Learning methods. On the other hand, Deep Learning, we chose a deep
neuronal network classifier.
For any of the two schemes, we need to perform a preprocessing on the text
of the datasets. First, we eliminated start-line words and tags from markup
languages like HTML. Next, we separated punctuation symbols such as dots or
commas to facilitate the recognition of text elements. After that, we transformed
the text elements such as words, spaces and punctuation symbols into numerical
values that can be used by a learning algorithm. Finally, we encoded the text
into a vector of numbers, i.e. the process of vectorization or encoding.
3.1

Encoding Techniques

In Term Frequency - Inverse Document Frequency (TF-IDF), each term has a
weight given by the product of two factors [15]: TF and IDF as shown in (1).
TF refers to the frequency of appearance of a word in the text, and IDF is a
measure of the amount of information provided by the word, i.e., how common
is the word in the considered text.
TF-IDF = TF × IDF

(1)

Within the framework of Bag of Words (BoW), the word codification is
based on the use of a dictionary previously generated with the documents used
for training. Given a text, the algorithm expresses it in a form of a vector where
each of its components correspond with a word of the dictionary, and it records
the number of times that this word appears on the text [16] disregarding the
grammar and the word order of the original text. This process can be visualized
on Fig. 2.
3.2

Classifiers

Logistic Regression (LR) was proposed by Cox [17] and it is used to classify
binary data, i.e., belonging to a two-class scheme, using a linear combination of
the variables used to characterize the samples. The basic idea behind the model
consists in fitting a logistic function with the samples of the training data expressed as points in a bi-dimensional plane where the X coordinate expresses the
result of a linear combination of the characteristics and the Y coordinate a ”0”
or ”1” depending on the class of the sample. After the training, for each sample
to be classified the same linear combination of characteristics as in training is
calculated, then the fitted logistic function is used to calculate the corresponding y value from the linear combination and this y value is considered as the
probability of belonging to the class labelled as ”1”.

Fig. 2. Representation of the BoW encoding model

Support Vector Machine (SVM) classifier was proposed in 1995 by Cortes and
Vapnik [18] and it consists on representing the data samples in a n-dimensional
space where n is the number of characteristics used to describe the data, and
then find the hyperplane that separates the two classes of the dataset with the
largest margin, as shown in Fig. 3.

Fig. 3. Visualization of the hyperplane generated by a SVM model separating the
samples of two classes represented as filled and empty dots, and assuming that their
characteristics can be represented on a tridimensional space.

Finally, Naı̈ve Bayes (NB) proposed by McCallum [19] is based on the
Bayesian theorem: it considers that each of the characteristics of a sample contributes independently to the probability of the sample to belong to a class.
Therefore, the presence or absence of a particular characteristic is not related to
the presence or absence of any other characteristic.

3.3

StarSpace

StarSpace is a general-purpose deep neural model proposed by Wu et al. [20].
The model learns how to represent different encoded entities in a common linear
space and then compares them against each other. Because this is a general
scheme, it can be used in a wide variety of tasks4 :
1. PageSpace user / page embedding: Used to recommend which Facebook pages
may interest someone to follow based on the tracking of others.
2. DocSpace document recommendation: Recommendation of web pages based
on the ”like” history and clicks of a user.
3. GraphSpace: Link Prediction in Knowledge Bases: Map between entities and
relationships in Freebase5 .
4. SentenceSpace: Learning Sentence Embedding: Given the coding of a sentence, it tries to find other semantically similar ones.
5. ArticleSpace: Learning Sentence and Article Embedding: Given the coding
of a sentence, it tries to search relevant articles.
6. ImageSpace: Learning Image and Label Embedding: Learn the relationship
between images and other entities.
7. TagSpace word / tag embedding: Classic classification of short texts.
In this work, we use the algorithm to embed the text and classify its content
automatically. The algorithm can be configured with a Hit @ n accuracy, i.e., in
the classification of a sample the model indicates the n most probable classes.
In this work we use a Hit @ 1 accuracy, i.e., the model only indicates the most
probable class in the classification of a sample.

4

Experimental Results

4.1

Experimental Settings

This work has been carried out in a computer environment with an Intel Core
i5 CPU (1.3 GHz) and 8 GB of RAM. The software was developed on Python
using the modules Anaconda6 , Scikit-Learn7 , Pandas8 and Numpy9 . The classic
Machine Learning classifiers provided by the used modules were configured as
follows:
1. The LR and SVM classifiers were configured to automatically adjust the
weights of the classes as inversely proportional to class frequencies in the
training data.
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2. In SVM, we chose a linear kernel, as well as it was done in similar works of
the related literature.
3. We chose a multinomial NB classifier since the input data contained discrete
features, such as word counts.
4.2

Datasets

In our experiments we used two public datasets manually tagged by ten human collaborators from the Wikipedia Detox Project10 : the Aggression content
and the Attack content ones. Both datasets contain approximately 150,000 comments dual tagged by each operator with an integer value from 3 (i.e., peaceful
comment) to -3 (i.e., very aggressive comment), and with a binary value indicating if the comment is inappropriate or not, as shown on Table 1. In the case
of the Attack dataset, instead of the binary tag it presented a label indicating
if the comment was classified as mentioned, received, attack to third parties or
another attack; and we simplified this information into a binary tag informing
whether the comment was an attack or not. Table 2 shows examples of violent
and non-violent comments of both datasets.
Table 1. Description of the Attack and Aggression datasets. Amount of comments
(violent vs. non violent.) in both datasets
Dataset
Attack
Aggression

Violent
13590
7498

Not Violent
102274
58452

Table 2. Examples of violent and non-violent comments on the Attack and Aggression
datasets
Violent

Non-violent

10

Attack
- People as stupid as you should
not edit Wikipedia!
- NO! im not gunna sign my
posts you ass!
- Fuck you and Fuck your mom.
And her dog.
- Thank you for your contribution, you did a great job!
- I think Mac mini is just a ordinary desktop in a small case.
- For your own safety, please do
not post personal information.

https://meta.wikimedia.org/wiki/Research:Detox

Aggression
- Charles, you are a real fag
aren’t you? siding with chinks??
- You are a raging faggot. Kill
yourself.
- Please take time today to kill
yourself. We would all enjoy it.
- Thank you for reminding me
about my signature
- I think you’re a bit late with
that last post.
- Correct, and noted in article

The datasets are already divided into a training subset and a testing subset
with 75% and 25% of the data respectively, and we discarded the comments
where the standard deviation of the operators was higher than 1.25 since we
consider that a larger deviation in a system of scoring between -3 and 3 indicates a misleading judgment of the character of the comment. After this, in our
experiments, we only consider the binary tag, i.e., if the comment is appropriate
or not.

4.3

Results

For each of the two Wikipedia detox datasets, we trained the seven evaluated
methods with the training subset, i.e., 75% of the data, and we assessed them
on the test subset. We presented the achieved accuracy of each model on Table
3.
Table 3. Accuracies achieved by the seven tested methods on the Attack and the
Aggression datasets of the Wikipedia Detox Project
Method
TF-IDF + LR
TF-IDF + SVM
TF-IDF + NB
BoW + LR
BoW + SVM
BoW + NB
StarSpace

Attack
0.922
0.907
0.931
0.919
0.898
0.926
0.938

Aggression
0.923
0.905
0.931
0.917
0.899
0.927
0.937

The results show that the achieved accuracy of each classifier is similar in
both datasets. StarSpace achieved the best scores on the Attack and Aggression
datasets, with an accuracy of 0.938 and 0.937, respectively. Among the tested
Machine Learning methods, the best performance was achieved by the combination of TF-IDF and NB with an accuracy of 0.931 on each of the two datasets,
only behind of the Deep Learning classifier by less than 1% in both datasets.
We can also observe that considering the six combination methods, our results
are higher when using TF-IDF than when using BoW for each of the three
classifiers (LR, SVM and NB). We consider two reasons behind this event. First,
BoW relies on a dictionary, which means that if there are offensive words present
in the comments but not in the dictionary then this method will fail to encode
those violent words. However, TF-IDF does not rely on a previous knowledge on
the words and thus is capable to considerate new terms. Second, TF-IDF gives
each word a score based on the information that it provides through the IDF
term, unlike BoW which only accounts the number of times that each word in the
predefined dictionary appears in the comment, and therefore cannot differentiate
the importance of different words.

Moreover, either using TF-IDF or BoW, NB outperforms other approaches
while the lowest performance results are achieved with the SVM classifier. The
advantage of the NB algorithm is explainable due to the nature of the features
provided by the encoders, such as the number of times that a word appears or the
information that a single word provides, i.e., the features are mostly independent
from each other which is the basic idea behind the NB classifier.

5

Conclusions and Future Work

The increase of inappropriate content on the Internet over the last years is forcing
the development of new tools to filter it. In this work, we evaluated the accuracy
of the combination of two encoders with three Machine Learning classifiers,
and a Deep Learning model to detect violent content on two datasets from
the Wikipedia Detox Project: the Attack and the Aggression ones. We tested
six classic combination methods resulting from selection one of two encoders,
i.e. TF-IDF and BoW, and one out of three classifiers, i.e. Logistic Regression,
Support Vector Machine and Naive Bayes. Additionally, these six methods were
compared with the Deep Learning classifier StarSpace, developed by Facebook.
The highest scores were achieved by StarSpace in both datasets, with an
accuracy of 0.938 on the Attack dataset and of 0.937 on the Aggression one.
However, these results are only less than 1% higher than the achieved by the
combination of the simple algorithms TF-IDF and Naive Bayes, which obtained
an accuracy of 0.931 in both datasets.
The experimental results achieved in this work suggest that we can apply
these models to develop real filters for social networks which have minors as
potential users, and other areas where this type of comments is not relevant for
the reader, such as YouTube where we can find a large number of comments
without regulation.
In future works, we will try to improve the obtained results by developing new
Deep Learning models. In addition, we will explore the use of these techniques
to the detection of other kinds of inappropriate contents in text, e.g. sexual,
terrorism-related, hatred contents, etc.
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